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Privacy and new technologies
I

1 New “smart” devices

o loT, connected cars, smart phones, smart watches, smart
TVs, baby monitors, ...

11 Consumers generally unaware of the data being
accessed and/or transmitted by their devices

The Wall Street Journal: the examination of 101 popular smartphone apps revealed that:
* 56 apps transmitted the phone's unique device ID to other companies without users'

awareness or consent
* 47 apps transmitted the phone's location in some way
* 5 sent age, gender and other personal details to outsiders
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Terms of Service (ToS)
I

1 ToS documents

o Lengthy

o Hard to read /understand
o1 Change often

-1 Real versus digital world

FoxNews: 7.500 online shoppers sold their souls to an
online game company on April fool’'s day 2010
Purple: 22.000 users agreed to 1.000 hours of
community service (including cleaning animal waste

and relieving sewer blockages) in exchange for free

wifi
NCC: reading ToS for an average Norwegian would
take 32 hours (250.000 words)

HOTE: OWLY ENTITIES WHOSE HEADQUARTERS AND SERVERS j
ARE LOCATED IN THE TERRITORY DEFINED BELOW MAY
ENTER INTO THIS AGREEMENT: UPS OHLINE(r) TOOLS
ACCESS TUSER TERMS Version AUTE00503312003 FLEASE
CAREFULLY READ THE FOLLOVING TERMS AND CONDITIOHS
OF THIS AGREEMENT. BY INDICATING BELOV THAT ¥OU
AGREE TO BE BOUND EY THE TERMS AND CONDITIONS OF
THIS AGREEMENT, YOU HAVE EHNTERED TNTO & IEGALLY
BINDING AGREEMENT WITH UPS INTERNET SERVICES, INC
("UES"Y
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for good and valushle consideration the receipt and
sufficiency of which are acknowledged., is permitted
to access and use certain computer and information
systems maintained by UPS and its affiliates

1. Definitions. Defined terms used herein shall
have the meanings ascribed to them below

1.1 "Access Key" means that data string assigned
specifically to you which enables linited access to
the UPS Systems at UPS5's sole discretion.

1.2 "Access User" or "You" means you individually
and the entity for whom you act as an authorized
representative, emploves or agent.

" ez, 1Do Agree

" Mo, IDo Mot Agree
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The power of data

=e .../
11 The “big data” era
o Lots of data, and the ability to process them
® Machine learning, deep learning, data science

=1 Hidden correlations
® Predict epidemics, personalized medicine, ...

® But also personality identification, identifying habits and
personal preferences, vote manipulation, ...

Bloomberg: smart meters can profile homes and habits, including what you watch

- 3
E;: 5y B S i,
on TV (via device profiling of energy consumption) ,msﬁ‘iﬁ hiss ¥ ghﬁ“ e £ Jﬁgﬂm
Personality identification: online services can analyze your personality based on “ENTWEP“ Eﬂﬁ HAGEM EIE ElHAI.“Eu
authored text is'mnn [BI H u.ﬂ. JHEHE%‘%%?
ApplyMagicSauce: can tell your personality from facebook /twitter posts HEHBHSETSDMWM TAEEEEWFEL
_.mm B i =

Vote manipulation: allegations that Cambridge Analytica and other big data
companies used targeted micro-advertising and personalized emotional triggers to

help in the success of the Brexit and Trump campaigns
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The role of legislation
o

1 Legal frameworks exist (GDPR included)

Limiting what can be collected and for what purpose

11 Top-down versus bottom-up

Fast technological evolution
® Moving target, too fast for legislators

® Policy making is a few steps behind technology

For a lasting effect, people’s attitude has to change
through awareness
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Data-centric business model
o

0 Many companies earn money out of users’ data

0 Personal data: currency for “free” products/services

o A novel, lucrative and very successful business model

Google
fl v
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CAPrice: motivation, hypothesis

1 Non-awareness leads to carelessness

Awareness can prevent or mitigate privacy threats

1 Leverage the forces of the market

Awareness can lead the public to more privacy-
respecting products or services

® Or maybe not, in which case we are fighting the wrong
cause

Respect for privacy can be a competitive advantage
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CAPrice: plan

The plan for our socio-technical solution

Build a community of privacy-sensitive individuals

Social networking, web site, promotional video, ...

ICT tools to support collaboration and awareness
Awareness will lead to change in consuming habits
The market will adapt

Legislators and policy-makers will follow
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CAPrice: solution architecture
e

Interface tools and operational services

-
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Information provider services Developer services
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ToS Annotator
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FORTH-ICS

Understanding apps’ behaviour

Dashboard
My Applications
Explore

Permissions

&2
o

Application Details

WhatsApp Messenger
WhatsApp Inc.
Communication

Privacy Conscious Behaviour

Play Store Rating

L 3 B &
4.4

Trusted 85% e

Details Permissions Suggested Applications Community Review
Application has to )| Purpose (Developer) Mockery Evidence All User’s Opinion J§ Statistics
Device and History mandatory 89% choose e E
Contacts 67% choose @ ﬂ
Location quality services The Evidence Link.. | 90% choose a u

What's your opinion ?
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Privacy preferences

Dashboard =

My Applications i34

T
Explore ( é ) Identity «©
Permissions 4, =
B Contacts e
(6> Location L @
(B)  sms ©
7N
(%)  Phone
N
( |§> Photos/Media/Files «©
( ,!,;\ Microphone «©
(@“} Device & App history
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Dashboard

Dashboard =" Application Details

My Applications 523

WhatsApp Messenger Play Store Rating
Explore & WhatsApp Inc. * kW
Permissions O - Communication 4.4
Privacy Conscious Behaviour Trusted 85% e

Details Permissions Suggested Applications Community Review

Edit Your Permissions

Identity e Phone o Microphone
Contacts ° SMs 9 Device & app history

Location

Location @ Photos/Media/Files
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Thank you for your attention
N

1 CAPrice website
[ |

11 CAPrice promotional video
H

01 Digital versus physical world video
(Norwegian Consumer Council)
H

Theodore loannis Konstantinos Giorgos
Patkos Chrysakis Kreatsoulas Hompis
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