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What do you think when you hear the
word...
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The digital age:
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The power of data
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- Lots of data, and the ability to process them
Machine learning, deep learning, data science
- Hidden correlations
Predict epidemics, personalized medicine,

But also personality identification, identifying habits and
personal preferences, vote manipulation,

. smart meters can profile homes and habits, including what you watch on TV (via device

profiling of energy consumption).
online services can analyze your personality based on authored text.

can tell your personality from facebook/twitter posts.

allegations that Cambridge Analytica and other big data companies used targeted
micro-advertising and personalized emotional triggers to help in the success of the Brexit and Trump
campaigns.
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Smart Devices and Privacy

°* Smart devices are everywhere...

* However, consumers generally unaware of the data
being accessed and/or transmitted by their devices?

. the examination of 101 popular smartphone apps revealed that:
56 apps transmitted the phone's unique device ID to other companies without users' awareness

or consent.
47 apps transmitted the phone's location in some way.
5 sent age, gender and other personal details to outsiders.
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Terms of Service (ToS)

NOTE: ONLY ENTITIES WHOSE HEADQUARTERS AND SERVERS j
ARE LOCATED IN THE TERRITORY DEFINED EELOW MAY
EHNTER INTQ THIS AGREEMENT: UPS ONLINE(r) TOOLS
ACCESS USER TERMS WVersion ATUTHO0B03312003 PLEASE
CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS
OF THIS AGREEMENT. BY INDICATING BELOW THAT ¥OU

. AGREE TO EE BOUND EY THE TERMS AWD CONDITIONS OF
THIS AGREEWENT, YOU HAVE ENTERED INTO A LEGALLY
BINDING AGREEMENT WITH UPS INTERNET SERVICES, IHC

("UPS")

This Agreement provides the terms and conditions

1 pursuant to which Access User {as defined below).
. en for good and waluable consideration the receipt and
sufficiency of which are acknowledged, i= permitted
to access and use certain computer and information
systens maintained by UPS and its affiliates.

1. Definitions. Defined terms used herein shall

° H ard to re ad/u N d e rstan d hive The neanings accribed fo Lhen beloy.

1.1 "Access Key" mneans that data string assigned
specifically to you which ensbles linited access to
the UPS Systems at UPS's =ole discretion.

1.2 "hocess User" or "You" means you individually
[ an e O el I and the entity for whom you act as an authorized
repressntative. emploves or agent

" Yes, 1Do Agres

* Real versus digital world ~ ~-=we
- Different behaviour with regards to privacy?3

Reading ToS for an average Norwegian would take 32 hours (250.000 words)

22.000 users agreed to 1.000 hours of community service (including cleaning animal waste
and relieving sewer blockages) in exchange for free wifi

If your shop assistant was an app (hidden camera) @ youtube

CAPrice

® collective awareness platform for
privacy concerns and expectations
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Our Goal

How do we enable users to:

« understand and be aware of what they gain and what they lose
when they use digital services?

+ decide collectively and make explicit their privacy preferences.

H

How can we convince developers that respecting users
privacy is profit-maximizing?

Create a trusted-market where we can bring together
users, hackers and developers.
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Our Plan

* 1.Awareness: By this way people could understand the problem
and start considering solutions.

* 2. Action: Participating in the collaborative process of annotating
ToS documents, stating privacy concerns, creating and configuring
collective privacy norms etc.

* 3. Crowdsourced activities: Tools and services that allow users to
finally create more digital more privacy-friendly products and
services.

CAPrice

B® collective awareness platform for 9
privacy concerns and expectations




loannis Chrysakis — chrysakis.eu

Our Solution

= B \
Interface tools and Information Developers services

apps provider/seeker
services

>

The CAPrice

Community Members The
CAPrice

@ @ @ Repository
e %

Communication channels
and activities

CAPrice
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Tools and Services (1/2)

Dashboard - H
- + % 5 ¥ Edit your Permissions
Dashboard [ H Application Details My Applications  §5
Explore i W
My Applications ) ol &) Identity @
WhatsApp Messenger Play Store Rating Permissions -] =
Contacts
Explore B2 WhateApp Inc. * h kW -
s Communication 4.4 9o Location K
Permissions 9
) SMS
Privacy Conscious Behaviour Trusted 85% e §D Phone
L.} Photos/Media/Files .
RV Microphone &
Details Permissions Suggested Applications Community Review (£)  Device & App history
Application has accessto  Purpose (Developer) Maockery Evidence All User's Opinion Statistics [L,
Device and Histary mandaiory B9% chooss a n

— . e User’s Privacy Corner

Location quality services The Evidence Link... 90% choase a u Caprice

r opinian 7 Application Details

“Alpha' von Sonderspiele

s

Privacy Dashboard: Understanding apps’ behaviour

GENERAL PERMISSIONS SUGGESTED APPLICATION COMMURNITY REVIEW

MSE Anfinity
Application wants access to

Have you noticed something different ?

nform the Commmsnity

Community Review o

i, o information i )
b systems Users have found the following Evidences
& ;
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Tools and Services (2/2)

BB

ToS Annotator CAPrice Repository
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Communication Channels

° Our website:
WWW.caprice-community.net

* Social Network (#CapriceCommunity)

o Facebook: www.fb.com/CapriceCommunity
) Twitter (@CapriceSociety)
Youtube (CAPrice Community)

* Gamification Activities
E@The CAPrice Game: https://www.caprice-community.net/game

@ CAPrice
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The CAPrice Game - Level O

°* A mobile game based on famous android apps and their

respective permissions as appeared in Google Play
Store.

% Google Play

* But before start playing let’'s talk about apps and
permissions...
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App Permissions

access USB storage filesystem

read calendar events plus confidential information O
read call log

read phone status and identity (in 2 Groups) VIEW
read sensitive log data

read the contents of your USB storage (in 2 Groups)

read your contacts

read your own contact card

read your text messages (SMS or MMS)

read your Web bookmarks and history

view Wi-Fi connections

retrieve running apps

find accounts on the device (in 2 Groups)

body sensors (like heart rate monitors)

approximate location (network-based)

precise location (GPS and network-based)

add or modify calendar events and send email to guests without owners' knowledge \
add or remove accounts ¥’
modify or delete the contents of your USB storage (in 2 Groups) ACT|6

modify your contacts

write call log

edit your text messages (SMS or MMS)
reroute outgoing calls

directly call phone numbers

receive text messages (SMS)

send SMS messages

take pictures and videos

record audio

. CAPrice

b collective awareness platform for 15
privacy concerns and expectations
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The CAPrice Game

PRy Lovspizy  [ENEN

*  From your mobile device go to kahoot.it
- Enter the requested PIN
- Enter your alias and get ready!

Rules:
Each question has exactly one correct answer
For each question you select a color that corresponds to only one
answer.
The fastest and the most correct 3 players will be awarded.
Tip: You get extra points if you give sequential correct answers.

CAPrIce

nr ss pla If T 16

D Cy C d expe 1
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Time for Discussion

* How do you find the results of the CAPrice Game ?

' 5° fa
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Android apps and permissions

Basic permissions (Max 28) Basic + Other permissions
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Time for action

* Be part of the solution by joining in the CAPrice Community

*  Via website [caprice-community.net]
Giving feedback, voting, etc
https://www.caprice-community.net/feedback/
Learn about actual cases of privacy threats
Discover cutting edge technical solutions

* Via e-mail: ‘k 1
https://www.caprice-community.net/get-involved/

* Viasocial media o o

. CAPrice
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Thank you for your attention

loannis Chrysakis Dimitris Plexousakis

Konstantinos Kreatsoulas  Chrysostomos Zeginis
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